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Dynamic Business Continuity and Response of
Critical Systems against advanced cyber-physical threats.

"Increase the resilience and business continuity capabilities of European critical
services in the face of advanced cyber-physical threats.!!

Multiple views Dashboards \
Business pr: els n~
System state els M u}
Human actors a issio

loT . events .
: g :i': Prediction _7=
Edge : A Analytics =
. data |

\ Cloud Fleet stream /

MADT4BC: Multi-Aspect Digital Twin

In the heart of a the DYNABIC Framework, a Multi-Aspect Digital
Twin supporting 6 Cyber-security solutions:

AWARE4BC RISKM4BC AVATARA4BC
Multi-concerns and context- Risk Management with Personalised guide for human
aware Security and Resilience cascading effects operators
Monitoring
SIM4BC SOAR4BC CTI4BC
Al-based Simulation of incident Al-based Security Orchestration, Cyber Threat Intelligence
and threat data Automation, and Response sharing and Security reporting
Consortium

Case Studies

Business Disruption Risks

Smart Preparedness, Prevention and Response to
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- This project has received funding from the European Union’s Horizon Europe
research and innovation programme under grant agreement No 101070455

Disclaimer: Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do not necessarily
reflect those of the European Union or European Commission. Neither the European Union nor the European Commission can be held
responsible for them.
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