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Project Facts
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Grant Agreement ID: 101070455
Start Date: 01/12/2022

Duration: 3 years
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Overall Objective

Increase the resilience and business continuity
capabilities of European critical services in the face
of advanced cyber-physical threats. n

The focus is on cyber-physical threats that may cause business disruption or
underperformance risks, including the assessment of their cascading effects on
interconnected critical infrastructures.
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Core idea

» Business continuity risk management in critical infrastructures,
based on SecDevOpsAdapt cycle

MELITE] human-in-the-loop autonomous

to enable the
dynamic adaptation of the response
to incidents and disruptions.
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Objective 1: Deliver the DYNABIC
Framework for ensuring increased
resilience of critical systems, while
assuring the continuity of business
and operations.

Objective 4: Enable the Dynamic
Autonomous Adaptation of
critical infrastructures to meet

Resilience goals
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Detailed objectives

Objective 2: Enable Operators of
Essential Services to Predict,
Quantitatively Assess and Mitigate
Real-time Business Continuity
Risks and cascading effects.

Objective 5: Facilitate

the Coordinated vulnerability and
threat information sharing across
the EU and Enable Cl operators
meeting the EU NIS Directive 2.
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Objective 3. Enable Disaster
Preparedness in Critical
Infrastructures and improve the
Prevention of business continuity
risks cross-organisation and
cross-domain.

Objective 6. Demonstration of the
DYNABIC Framework integrated
into critical services use cases
relevant for Europe.



Main contributions

» The DYNABIC Framework to predict, quantitatively assess and
mitigate in real-time business continuity risks and their potential
cascading effects.

» By enabling the dynamic autonomous adaptation of critical
infrastructures to meet Resilience goals by the automatic
optimization and orchestration of response strategies.
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DYNABIC in a Nutshell

» A Multi-Aspect Digital Twin (MADT)

of interconnected Cls. Multi-Aspect Digital Twin

> Resilience solutions on top of - S PR
MADT to analyse and predict
potential business disruptions and
their propagation.
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The DYNABIC Framework

Al-based Forecasting of Real-time Multi-factor

Risk-enriched Business
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Use cases

» Smart Preparedness, Prevention and Response to Business
Disruption risks in 4 critical infrastructures and supply-chains
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Transport services EV charging station 5G Telco Health

Cascading effects in interconnected CI
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The DYNABIC Timeline

_ Project research & development
December 2022 - November 2025

Stage 1 Stage 2 Stage 3

November December November
2023 2024 2025

Stage 1- Design Stage 2 - First release Stage 3 - Final release
Initial architecture of the DYNABIC First | h DYNABIC Final | th DYNABIC
Framework solution + all services and Irs retease . of € nat.retease ) of €

Framework services and tools Framework services and tools

tools designed

e
DYNABIC y



Thank you for your attention!!

Website: https://dynabic.eu
Follow us on Twitter: @dynabic eu
Contact: Erkuden.Rios@tecnalia.com
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